Des diagram

Although its short key length of 56 bits makes it too insecure for applications, it has been highly
influential in the advancement of cryptography. Developed in the early s at IBM and based on an
earlier design by Horst Feistel , the algorithm was submitted to the National Bureau of
Standards NBS following the agency's invitation to propose a candidate for the protection of
sensitive, unclassified electronic government data. The publication of an NSA-approved
encryption standard led to its quick international adoption and widespread academic scrutiny.
Controversies arose from classified design elements, a relatively short key length of the
symmetric-key block cipher design, and the involvement of the NSA, raising suspicions about a
backdoor. The S-boxes that had prompted those suspicions were designed by the NSA to
remove a backdoor they secretly knew differential cryptanalysis. However, the NSA also
ensured that the key size was drastically reduced so that they could break the cipher by brute
force attack. DES is insecure due to the relatively short bit key size. In January , distributed.
There are also some analytical results which demonstrate theoretical weaknesses in the cipher,
although they are infeasible in practice. The algorithm is believed to be practically secure in the
form of Triple DES , although there are theoretical attacks. The origins of DES date to , when a
National Bureau of Standards study of US government computer security identified a need for a
government-wide standard for encrypting unclassified, sensitive information. Around the same
time, engineer Mohamed Atalla in founded Atalla Corporation and developed the first hardware
security module HSM , the so-called "Atalla Box" which was commercialized in It protected
offline devices with a secure PIN generating key, and was a commercial success. Banks and
credit card companies were fearful that Atalla would dominate the market, which spurred the
development of an international encryption standard. None of the submissions was suitable. A
second request was issued on 27 August This time, IBM submitted a candidate which was
deemed acceptableâ€”a cipher developed during the period â€” based on an earlier algorithm,
Horst Feistel 's Lucifer cipher. Public comments were requested, and in the following year two
open workshops were held to discuss the proposed standard. There was criticism received
from public-key cryptography pioneers Martin Hellman and Whitfield Diffie , [1] citing a
shortened key length and the mysterious " S-boxes " as evidence of improper interference from
the NSA. The suspicion was that the algorithm had been covertly weakened by the intelligence
agency so that theyâ€”but no one elseâ€”could easily read encrypted messages. They came
back and were all different. In the unclassified summary of their findings, published in , the
Committee wrote:. In the development of DES, NSA convinced IBM that a reduced key size was
sufficient; indirectly assisted in the development of the S-box structures; and certified that the
final DES algorithm was, to the best of their knowledge, free from any statistical or
mathematical weakness. NSA did not tamper with the design of the algorithm in any way. IBM
invented and designed the algorithm, made all pertinent decisions regarding it, and concurred
that the agreed upon key size was more than adequate for all commercial applications for which
the DES was intended. The NSA did not dictate a single wire! The first offerings were
disappointing, so NSA began working on its own algorithm. Then Howard Rosenblum, deputy
director for research and engineering, discovered that Walter Tuchman of IBM was working on a
modification to Lucifer for general use. NSA gave Tuchman a clearance and brought him in to
work jointly with the Agency on his Lucifer modification. NSA worked closely with IBM to
strengthen the algorithm against all except brute-force attacks and to strengthen substitution
tables, called S-boxes. Ultimately they compromised on a bit key. Some of the suspicions about
hidden weaknesses in the S-boxes were allayed in , with the independent discovery and open
publication by Eli Biham and Adi Shamir of differential cryptanalysis , a general method for
breaking block ciphers. The S-boxes of DES were much more resistant to the attack than if they
had been chosen at random, strongly suggesting that IBM knew about the technique in the s.
This was indeed the case; in , Don Coppersmith published some of the original design criteria
for the S-boxes. We actually put a number on each one and locked them up in safes, because
they were considered U. They said do it. So I did it". Another theoretical attack, linear
cryptanalysis, was published in , but it was the Electronic Frontier Foundation 's DES cracker in
that demonstrated that DES could be attacked very practically, and highlighted the need for a
replacement algorithm. These and other methods of cryptanalysis are discussed in more detail
later in this article. The introduction of DES is considered to have been a catalyst for the
academic study of cryptography, particularly of methods to crack block ciphers. DES is the
archetypal block cipher â€”an algorithm that takes a fixed-length string of plaintext bits and
transforms it through a series of complicated operations into another ciphertext bitstring of the
same length. In the case of DES, the block size is 64 bits. DES also uses a key to customize the
transformation, so that decryption can supposedly only be performed by those who know the
particular key used to encrypt. The key ostensibly consists of 64 bits; however, only 56 of these
are actually used by the algorithm. Eight bits are used solely for checking parity , and are

thereafter discarded. Hence the effective key length is 56 bits. The key is nominally stored or
transmitted as 8 bytes , each with odd parity. One bit in each 8-bit byte of the KEY may be
utilized for error detection in key generation, distribution, and storage. Bits 8, 16, Like other
block ciphers, DES by itself is not a secure means of encryption, but must instead be used in a
mode of operation. Decryption uses the same structure as encryption, but with the keys used in
reverse order. This has the advantage that the same hardware or software can be used in both
directions. The algorithm's overall structure is shown in Figure 1: there are 16 identical stages
of processing, termed rounds. IP and FP have no cryptographic significance, but were included
in order to facilitate loading blocks in and out of mids 8-bit based hardware. Before the main
rounds, the block is divided into two bit halves and processed alternately; this criss-crossing is
known as the Feistel scheme. The Feistel structure ensures that decryption and encryption are
very similar processesâ€”the only difference is that the subkeys are applied in the reverse order
when decrypting. The rest of the algorithm is identical. This greatly simplifies implementation,
particularly in hardware, as there is no need for separate encryption and decryption algorithms.
The F-function scrambles half a block together with some of the key. The output from the
F-function is then combined with the other half of the block, and the halves are swapped before
the next round. After the final round, the halves are swapped; this is a feature of the Feistel
structure which makes encryption and decryption similar processes. The F-function, depicted in
Figure 2, operates on half a block 32 bits at a time and consists of four stages:. The alternation
of substitution from the S-boxes, and permutation of bits from the P-box and E-expansion
provides so-called " confusion and diffusion " respectively, a concept identified by Claude
Shannon in the s as a necessary condition for a secure yet practical cipher. Figure 3 illustrates
the key schedule for encryptionâ€”the algorithm which generates the subkeys. Initially, 56 bits
of the key are selected from the initial 64 by Permuted Choice 1 PC-1 â€”the remaining eight bits
are either discarded or used as parity check bits. The 56 bits are then divided into two bit
halves; each half is thereafter treated separately. In successive rounds, both halves are rotated
left by one or two bits specified for each round , and then 48 subkey bits are selected by
Permuted Choice 2 PC-2 â€”24 bits from the left half, and 24 from the right. The key schedule for
decryption is similarâ€”the subkeys are in reverse order compared to encryption. Apart from
that change, the process is the same as for encryption. The same 28 bits are passed to all
rotation boxes. Although more information has been published on the cryptanalysis of DES
than any other block cipher, the most practical attack to date is still a brute-force approach.
Various minor cryptanalytic properties are known, and three theoretical attacks are possible
which, while having a theoretical complexity less than a brute-force attack, require an
unrealistic number of known or chosen plaintexts to carry out, and are not a concern in
practice. For any cipher , the most basic method of attack is brute force â€”trying every
possible key in turn. The length of the key determines the number of possible keys, and hence
the feasibility of this approach. For DES, questions were raised about the adequacy of its key
size early on, even before it was adopted as a standard, and it was the small key size, rather
than theoretical cryptanalysis, which dictated a need for a replacement algorithm. As a result of
discussions involving external consultants including the NSA, the key size was reduced from
bits to 56 bits to fit on a single chip. In academia, various proposals for a DES-cracking machine
were advanced. However, none of these early proposals were ever implementedâ€”or, at least,
no implementations were publicly acknowledged. The vulnerability of DES was practically
demonstrated in the late s. Their motivation was to show that DES was breakable in practice as
well as in theory: " There are many people who will not believe a truth until they can see it with
their own eyes. Showing them a physical machine that can crack DES in a few days is the only
way to convince some people that they really cannot trust their security to DES. The use of
reconfigurable hardware makes the machine applicable to other code breaking tasks as well.
Adjusting for inflation over 8 years yields an even higher improvement of about 30x. The system
can exhaustively search the entire bit DES key space in about 26 hours and this service is
offered for a fee online. There are three attacks known that can break the full 16 rounds of DES
with less complexity than a brute-force search: differential cryptanalysis DC , [38] linear
cryptanalysis LC , [39] and Davies' attack. There have also been attacks proposed against
reduced-round versions of the cipher, that is, versions of DES with fewer than 16 rounds. Such
analysis gives an insight into how many rounds are needed for safety, and how much of a
"security margin" the full version retains. Differential-linear cryptanalysis was proposed by
Langford and Hellman in , and combines differential and linear cryptanalysis into a single
attack. The complementation property means that the work for a brute-force attack could be
reduced by a factor of 2 or a single bit under a chosen-plaintext assumption. By definition, this
property also applies to TDES cipher. DES also has four so-called weak keys. Encryption E and
decryption D under a weak key have the same effect see involution :. There are also six pairs of

semi-weak keys. It is easy enough to avoid the weak and semiweak keys in an implementation,
either by testing for them explicitly, or simply by choosing keys randomly; the odds of picking a
weak or semiweak key by chance are negligible. The keys are not really any weaker than any
other keys anyway, as they do not give an attack any advantage. SDES has similar properties
and structure as DES, but has been simplified to make it much easier to perform encryption and
decryption by hand with pencil and paper. Some people feel that learning SDES gives insight
into DES and other block ciphers, and insight into various cryptanalytic attacks against them.
Most of these designs kept the bit block size of DES, and could act as a "drop-in" replacement,
although they typically used a bit or bit key. In the Soviet Union the GOST algorithm was
introduced, with a bit block size and a bit key, which was also used in Russia later. DES itself
can be adapted and reused in a more secure scheme. TDES is regarded as adequately secure,
although it is quite slow. GDES was a DES variant proposed as a way to speed up encryption,
but it was shown to be susceptible to differential cryptanalysis. From Wikipedia, the free
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Balanced Feistel network. DES has been considered insecure right from the start because of the
feasilibity of brute-force attacks [1] Such attacks have been demonstrated in practice see EFF
DES cracker and are now available on the market as a service. As of , the best analytical attack
is linear cryptanalysis , which requires 2 43 known plaintexts and has a time complexity of 2
39â€”43 Junod, Diffie and Hellman argue that the DES cipher can be broken by brute force.
Biham and Shamir rediscover differential cryptanalysis , and apply it to a round DES-like
cryptosystem. Biham and Shamir report the first theoretical attack with less complexity than
brute force: differential cryptanalysis. However, it requires an unrealistic 2 47 chosen plaintexts.
The first experimental cryptanalysis of DES is performed using linear cryptanalysis Matsui,
Together, Deep Crack and distributed. A chosen-plaintext attack utilizing a rainbow table can
recover the DES key for a single specific chosen plaintext in 25 seconds. A new rainbow table
has to be calculated per plaintext. A limited set of rainbow tables have been made available for
download. Wikimedia Commons has media related to Data Encryption Standard. DES takes as
input a secret message that will be encrypted:. And a 64bit Key, that will be used to both

encrypt and decrypt:. Resulting in a Ciphertext:. In general, a bit key is used as input for DES, of
which only bits are used. The first step is to permute the key using the PC-1 table above. This is,
the first bit of our bit permutation key will be the 57th bit of our original key, and so on. For
example, our input key: Would become:. Next we divide the key in two parts, left C 0 and right D
0. With C 0 and D 0 defined, we now create sixteen blocks. Each pair of blocks C n and D n is
formed from the previous pair C n-1 and D n-1 , respectively, for n between 1 and 16, using a left
shift scheme as follows:. To do a left shift we move each bit one place to the left, except for the
first bit which goes to the end of the block. We will now form the final 16 keys by applying
another permutation PC-2 table to each of the the 16 C n D n keys we obtained from the
previous step. The first thing we need to do is to apply an initial permutation IP to each block of
64 bits, according to the table:. For example, the first bit block from our message Would
become:. We will now iterate through 16 cycles, each using one of the 16 bit keys we computed
previously. We will use a function f which operates over a data block of 32 bits and a key K n of
48 bits to produce a 32 bits block. For n from 1 to 16 we compute:. This is, in each iteration, we
take the right 32 bits of the previous result and make them the left 32 bits of the current step.
The right 32 bits in the current step are computed XORing the left 32 bits of the previous step
with the result of the f function. This will result in a final block L 16 R To calculate f , we first
expand each block R n-1 from 32 bits to 48 bits. This is done by using a selection table that
repeats some of the bits in R n This selection table E has a 32 bit input block R n-1 and a 48 bit
output block. Let E be such that the 48 bits of its output, written as 8 blocks of 6 bits each, are
obtained by selecting the bits in its inputs in order according to the following table:. In our
example we can get E R 0 from R 0 as follows:. We have not yet finished calculating the function
f. To this point we have expanded R n-1 from 32 bits to 48 bits, using the selection table, and
XORed the result with the key K n. We now have 48 bits, that will be used as addresses for the "
S boxes ". An S box takes as input 6 bits and gives 4 bits output that will replace the 6 bits
input. We have 8 groups of 6 bits B i , which will then be transformed in 8 groups of 4 bits, for a
total of 32 bits. The first and last bits of B represent in base 2 a number in the decimal range 0 to
3 binary 00 to Let that number be i. The 4 bits in the middle of B represent in base 2 a number in
the decimal range 0 to 15 binary to Let that number be j. Look up in the table the number in the i
-th row and j -th column. It is a number in the range 0 to 15 and is uniquely represented by a 4
bit block. That block is the output S 1 B of S 1 for the input B. This is row 1. The middle four bits
are "". This is the binary equivalent of decimal 13, so the column is column number In row 1,
column 13 appears 5. This determines the output; 5 is binary , so that the output is The tables
defining the functions S 1 , The final stage in the calculation of f is to do a permutation P of the
S -box output to obtain the final value of f :. At the end of the sixteenth round we have the
blocks L 16 and R We then reverse the order of the two blocks into the bit block. That is, the
output of the algorithm has bit 40 of the preoutput block as its first bit, bit 8 as its second bit,
and so on, until bit 25 of the preoutput block is the last bit of the output. Example: If we process
all 16 blocks using the method defined previously, we get, on the 16th round,. And that's it. If we
apply the same steps to every bit chunk of our message we obtain the final cipher:. Decryption
is simply the inverse of encryption, follwing the same steps as above, but reversing the order in
which the subkeys are applied. Home Algorithms About Contacts. How DES works? How does
DES work? DES takes as input a secret message that will be encrypted: And a 64bit Key, that
will be used to both encrypt and decrypt: Resulting in a Ciphertext: First Step: Compute 16
subkeys, bits long each In general, a bit key is used as input for DES, of which only bits are
used. PC-1 57 49 41 33 25 17 9 1 58 50 42 34 26 18 10 2 59 51 43 35 27 19 11 3 60 52 44 36 63 55
47 39 31 23 15 7 62 54 46 38 30 22 14 6 61 53 45 37 29 21 13 5 28 20 12 4 For example, our input
key: Would become: Next we divide the key in two parts, left C 0 and right D 0. C 0 : D 0 : With C
0 and D 0 defined, we now create sixteen blocks. Each pair of blocks C n and D n is formed from
the previous pair C n-1 and D n-1 , respectively, for n between 1 and 16, using a left shift
scheme as follows: Iteration Number of Number Left Shifts 1 1 2 1 3 2 4 2 5 2 6 2 7 2 8 2 9 1 10 2
11 2 12 2 13 2 14 2 15 2 16 1 To do a left shift we move each bit one place to the left, except for
the first bit which goes to the end of the block. So, how does the function f works? We then
reverse the order of the two blocks into the bit block R 16 L 16 and apply a final permutation IP
-1 as defined by the following table: IP -1 40 8 48 16 56 24 64 32 39 7 47 15 55 23 63 31 38 6 46 14
54 22 62 30 37 5 45 13 53 21 61 29 36 4 44 12 52 20 60 28 35 3 43 11 51 19 59 27 34 2 42 10 50 18
58 26 33 1 41 9 49 17 57 25 That is, the output of the algorithm has bit 40 of the preoutput block
as its first bit, bit 8 as its second bit, and so on, until bit 25 of the preoutput block is the last bit
of the output. If we apply the same steps to every bit chunk of our message we obtain the final
cipher: Decryption is simply the inverse of encryption, follwing the same steps as above, but
reversing the order in which the subkeys are applied. One group got diagram s and was told to
add notes as needed to the diagram s. As beneficial as it is to create local content for your own

website, Moz revealed that link signals are an important local search ranking factor that will help
enhance your visibility as shown in the diagram below. Now, Thorne is out with a new diagram
-heavy, page book detailing how he shaped the science that powers the movie. There are
indications of this early on, particularly in a scene in which Selina tries to teach Pervus to
diagram sentences. But nobody can look at that diagram and think about anything other than an
impressively sized phallus. Deep in the shadows they aimed a pinpoint flashlight at a diagram
drawn from a recent satellite image. I ask Lynch to draw a diagram to show the before and after
of TM. In the diagram the horizontal arrows represent such mere banking operations, not true
circulation. Odd differences, reflecting differences of intelligence, show themselves in the
management of this diagram of the human face. An example of a diagram of this kind has
perhaps survived in a comparatively late writer, viz. The diagram represents the position of the
troops as witness from Franklin's Head-quarters, looking south. I made him a diagram of
Breadalbane Terrace, and a plan of the hall and staircase, on my dinner-card. Save This Word!
See dia- , -gram 1. Words nearby diagram diagonal cloth , diagonal conjugate , diagonalize ,
diagonal matrix , diagonal process , diagram , diagrammatic , diagraph , diakinesis , dial , dial
down. Words related to diagram blueprint , layout , outline , figure , chart , game , design ,
perspective , draft , representation , description , big picture , floor plan , game plan , ground
plan. Example sentences from the Web for diagram One group got diagram s and was told to
add notes as needed to the diagram s. Is Economic Growth the Wrong Goal? Dubner August 13,
Freakonomics. Children's Ways James Sully. The Boys of '61 Charles Carleton Coffin. Word
Origin for diagram C from Latin diagramma, from Greek, from diagraphein, from graphein to
write. Get Online Help For Kids! A visual workspace for diagramming, data visualization, and
collaboration. International compliance, privacy, and security standards you can trust. A virtual
whiteboard that helps you and your team collaborate to bring the best ideas to light. Collaborate
as a team anytime, anywhere to improve productivity. Plan projects, build road maps, and
launch products successfully. Identify gaps, pinpoint inefficiencies, and mitigate risk in your
workflows. Lucidchart is a collaborative workspace that brings remote teams together in real
time. Anyone, in any industry and any role, can use Lucidchart. After all, everyone has been
drawing out ideas since childhood. We make it easy to create powerful visuals to improve how
you do business. Get a head start with over templates, or drag and drop from our shape library
to customize your diagram. Product Product Create powerful visuals to improve your ideas,
projects, and processes. Overview Lucidchart overview A visual workspace for diagramming,
data visualization, and collaboration. Lucidchart Cloud Insights Visualize, optimize, and
understand your cloud architecture. Integrations Connect to the apps your team uses daily.
Security International compliance, privacy, and security standards you can trust. Paid plans
Individual Team Enterprise. Say hello to Lucidspark! Solutions Solutions Work smarter to save
time and solve problems. By team Remote teams Collaborate as a team anytime, anywhere to
improve productivity. Engineering Plan, understand, and build your network architecture. IT
Speed up security reviews and troubleshoot issues quickly. Operations Define, map out, and
optimize your processes. Product Plan projects, build road maps, and launch products
successfully. Sales Align your revenue teams to close bigger deals, faster. Education Bring
collaboration, learning, and technology together. By need Improve process Identify gaps,
pinpoint inefficiencies, and mitigate risk in your workflows. Optimize organizations Create
custom org charts to fit your business. Visualize technical systems Gain visibility into your
existing technology. Replace Visio Diagram, share, and innovate faster with Lucidchart.
Resources Resources Helpful insights to get the most out of Lucidchart. Resource center Blog
Templates Webinars. Support Case Studies Diagrams. Collaborate with remote teams
Lucidchart is a collaborative workspace that brings remote teams together in real time.
Diagramming and flowcharting. How Lucidchart works for you. View case studies. Sign up free.
For many years, and among many people, "secret code making" and DES have been
synonymous. This article explains the various steps involved in DES-encryption, illustrating
each step by means of a simple example. Since the creation of DES, many other algorithms
recipes for changing data have emerged which are based on design principles similar to DES.
Once you understand the basic transformations that take place in DES, you will find it easy to
follow the steps involved in these more recent algorithms. But first a bit of history of how DES
came about is appropriate, as well as a look toward the future. The notice explained why
encryption was an important issue. Over the last decade, there has been an accelerating
increase in the accumulations and communication of digital data by government, industry and
by other organizations in the private sector. It is now common to find data transmissions which
constitute funds transfers of several million dollars, purchase or sale of securities, warrants for
arrests or arrest and conviction records being communicated between law enforcement
agencies, airline reservations and ticketing representing investment and value both to the

airline and passengers, and health and patient care records transmitted among physicians and
treatment centers. The increasing volume, value and confidentiality of these records regularly
transmitted and stored by commercial and government agencies has led to heightened
recognition and concern over their exposures to unauthorized access and use. This misuse can
be in the form of theft or defalcations of data records representing money, malicious
modification of business inventories or the interception and misuse of confidential information
about people. The need for protection is then apparent and urgent. It is recognized that
encryption otherwise known as scrambling, enciphering or privacy transformation represents
the only means of protecting such data during transmission and a useful means of protecting
the content of data stored on various media, providing encryption of adequate strength can be
devised and validated and is inherently integrable into system architecture. The National Bureau
of Standards solicits proposed techniques and algorithms for computer data encryption. The
Bureau also solicits recommended techniques for implementing the cryptographic function: for
generating, evaluating, and protecting cryptographic keys; for maintaining files encoded under
expiring keys; for making partial updates to encrypted files; and mixed clear and encrypted data
to permit labelling, polling, routing, etc. The Bureau in its role for establishing standards and
aiding government and industry in assessing technology, will arrange for the evaluation of
protection methods in order to prepare guidelines. NBS waited for the responses to come in.
DES was quickly adopted for non-digital media, such as voice-grade public telephone lines.
Meanwhile, the banking industry, which is the largest user of encryption outside government,
adopted DES as a wholesale banking standard. ANSI X3. Each group of four bits makes up a
hexadecimal, or base 16, number. Binary "" is equal to the hexadecimal number "1", binary "" is
equal to the hexadecimal number "8", "" is equal to the hexadecimal number "9", "" is equal to
the hexadecimal number "A", and "" is equal to the hexadecimal number "F". DES works by
encrypting groups of 64 message bits, which is the same as 16 hexadecimal numbers. To do the
encryption, DES uses "keys" where are also apparently 16 hexadecimal numbers long, or
apparently 64 bits long. However, every 8th key bit is ignored in the DES algorithm, so that the
effective key size is 56 bits. But, in any case, 64 bits 16 hexadecimal digits is the round number
upon which DES is organized. For example, if we take the plaintext message "", and encrypt it
with the DES key "0EEA6D0D73", we end up with the ciphertext "". This example is neat and
orderly because our plaintext was exactly 64 bits long. The same would be true if the plaintext
happened to be a multiple of 64 bits. But most messages will not fall into this category. They
will not be an exact multiple of 64 bits that is, an exact multiple of 16 hexadecimal numbers. For
example, take the message "Your lips are smoother than vaseline". This plaintext message is 38
bytes 76 hexadecimal digits long. So this message must be padded with some extra bytes at the
tail end for the encryption. Once the encrypted message has been decrypted, these extra bytes
are thrown away. There are, of course, different padding schemes--different ways to add extra
bytes. Here we will just add 0s at the end, so that the total message is a multiple of 8 bytes or 16
hexadecimal digits, or 64 bits. Note here that the first 72 hexadecimal digits represent the
English message, while "0D" is hexadecimal for Carriage Return, and "0A" is hexadecimal for
Line Feed, showing that the message file has terminated. This is the secret code that can be
transmitted or stored. Decrypting the ciphertext restores the original message "Your lips are
smoother than vaseline". Think how much better off Bill Clinton would be today, if Monica
Lewinsky had used encryption on her Pentagon computer! How DES Works in Detail DES is a
block cipher --meaning it operates on plaintext blocks of a given size bits and returns ciphertext
blocks of the same size. Each block of 64 bits is divided into two blocks of 32 bits each, a left
half block L and a right half R. This division is only used in certain operations. The last bit is
"1". We read from left to right. DES operates on the bit blocks using key sizes of bits. The keys
are actually stored as being 64 bits long, but every 8th bit in the key is not used i. However, we
will nevertheless number the bits from 1 to 64, going left to right, in the following calculations.
But, as you will see, the eight bits just mentioned get eliminated when we create subkeys. The
bit key is permuted according to the following table, PC The 49th bit of the original key becomes
the second bit of the permuted key. The 4th bit of the original key is the last bit of the permuted
key. Note only 56 bits of the original key appear in the permuted key. To do a left shift, move
each bit one place to the left, except for the first bit, which is cycled to the end of the block.
Iteration Number of Number Left Shifts 1 1 2 1 3 2 4 2 5 2 6 2 7 2 8 2 9 1 10 2 11 2 12 2 13 2 14 2
15 2 16 1 This means, for example, C 3 and D 3 are obtained from C 2 and D 2 , respectively, by
two left shifts, and C 16 and D 16 are obtained from C 15 and D 15 , respectively, by one left
shift. In all cases, by a single left shift is meant a rotation of the bits one place to the left, so that
after one left shift the bits in the 28 positions are the bits that were previously in positions 2, 3,
Each pair has 56 bits, but PC-2 only uses 48 of these. Now we look at the message itself. Step 2:
Encode each bit block of data. There is an initial permutation IP of the 64 bits of the message

data M. This rearranges the bits according to the following table, where the entries in the table
show the new arrangement of the bits from their initial order. The 58th bit of M becomes the first
bit of IP. The 50th bit of M becomes the second bit of IP. The 7th bit of M is the last bit of IP. The
50th bit of M is "1", which becomes the second bit of IP. The 7th bit of M is "0", which becomes
the last bit of IP. Next divide the permuted block IP into a left half L 0 of 32 bits, and a right half
R 0 of 32 bits. That is, in each iteration, we take the right 32 bits of the previous result and make
them the left 32 bits of the current step. For the right 32 bits in the current step, we XOR the left
32 bits of the previous step with the calculation f. To calculate f , we first expand each block R
n-1 from 32 bits to 48 bits. This is done by using a selection table that repeats some of the bits
in R n We'll call the use of this selection table the function E. Thus E R n-1 has a 32 bit input
block, and a 48 bit output block. Let E be such that the 48 bits of its output, written as 8 blocks
of 6 bits each, are obtained by selecting the bits in its inputs in order according to the following
table: E BIT-SELECTION TABLE 32 1 2 3 4 5 4 5 6 7 8 9 8 9 10 11 12 13 12 13 14 15 16 17 16 17 18
19 20 21 20 21 22 23 24 25 24 25 26 27 28 29 28 29 30 31 32 1 Thus the first three bits of E R n-1
are the bits in positions 32, 1 and 2 of R n-1 while the last 2 bits of E R n-1 are the bits in
positions 32 and 1. We have not yet finished calculating the function f. To this point we have
expanded R n-1 from 32 bits to 48 bits, using the selection table, and XORed the result with the
key K n. We now have 48 bits, or eight groups of six bits. We now do something strange with
each group of six bits: we use them as addresses in tables called " S boxes ". Each group of six
bits will give us an address in a different S box. Located at that address will be a 4 bit number.
This 4 bit number will replace the original 6 bits. The net result is that the eight groups of 6 bits
are transformed into eight groups of 4 bits the 4-bit outputs from the S boxes for 32 bits total.
To repeat, each of the functions S1, S2, Let that number be i. The middle 4 bits of B represent in
base 2 a number in the decimal range 0 to 15 binary to Let that number be j. Look up in the table
the number in the i -th row and j -th column. It is a number in the range 0 to 15 and is uniquely
represented by a 4 bit block. That block is the output S 1 B of S 1 for the input B. This is row 1.
The middle four bits are "". This is the binary equivalent of decimal 13, so the column is column
number In row 1, column 13 appears 5. This determines the output; 5 is binary , so that the
output is The tables defining the functions S 1 , S 8 B 8 The permutation P is defined in the
following table. P yields a bit output from a bit input by permuting the bits of the input block. At
the end of the sixteenth round we have the blocks L 16 and R We then reverse the order of the
two blocks into the bit block R 16 L 16 and apply a final permutation IP -1 as defined by the
following table: IP -1 40 8 48 16 56 24 64 32 39 7 47 15 55 23 63 31 38 6 46 14 54 22 62 30 37 5 45
13 53 21 61 29 36 4 44 12 52 20 60 28 35 3 43 11 51 19 59 27 34 2 42 10 50 18 58 26 33 1 41 9 49 17
57 25 That is, the output of the algorithm has bit 40 of the preoutput block as its first bit, bit 8 as
its second bit, and so on, until bit 25 of the preoutput block is the last bit of the output.
Decryption is simply the inverse of encryption, follwing the same steps as above, but reversing
the order in which the subkeys are applied. Hellman wrote: "Whit Diffie and I have become
concerned that the proposed data encryption standard, while probably secure against
commercial assault, may be extremely vulnerable to attack by an intelligence organization"
letter to NBS, October 22, Diffie and Hellman then outlined a "brute force" attack on DES. Fast
forward to On July 17, , they announced they had cracked a bit key in 56 hours. The computer,
called Deep Crack, uses 27 boards each
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containing 64 chips, and is capable of testing 90 billion keys a second. Despite this, as
recently as June 8, , Robert Litt, principal associate deputy attorney general at the Department
of Justice, denied it was possible for the FBI to crack DES: "Let me put the technical problem in
context: It took 14, Pentium computers working for four months to decrypt a single message.
Given a plaintext message, the first key is used to DES- encrypt the message. The second key is
used to DES-decrypt the encrypted message. Since the second key is not the right key, this
decryption just scrambles the data further. The twice-scrambled message is then encrypted
again with the first key to yield the final ciphertext. This three-step procedure is called
triple-DES. Triple-DES can also be done with three separate keys instead of only two.
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